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1.EI1SArQrH /INTRODUCTION

To mMapoV KEWEVO CUYKEVTPWVEL TNV amapaitntn mAnpodopia mou amatteital ylo va cuvdebel éva
Mélog oto meplBaAAov tou Juotiuartog Ekkabdplong, Alakavoviopol kot Kataxwplong (2Uotnua
AvAwv TitAwv -2.A.T.)"

To néNog unopel va €xeL mpooPBaocn otnv edbapuoyn ZAT, elte péow:

e Alenadng Npoypappatiopol Edappoywv-API
e (Client epappoyng (Oracle Forms)

e  Metadopdg apxelwv (SFTP)

e  SWIFTNet (peAovtikn uAomoinon)

Yto meplBarAov AT eival eykateotnpévn n véa ékdoon tng edapuoyng, n omoia mepA\apBavel pépog
TWV VEWV AELTOUPYLIKOTATWY TIOU adopouv thv Ayopd Afwv kot lNapaywywv, TEPLOCOTEPEG
mAnpodopieg yLa tnv onola eivat Stabéoiueg edw.

2Ta mapakAtw Kepaiata, mephapBavovtal avaAuTikd OAeG oL anapaitnteg 0dnyieg olvdeonc.

The present document contains all the information needed for a member to connect at the clearing &
settlement environment of Cash and Derivatives Market (Dematerialized Securities System — DSS)2

The member may have access to the DSS via:

e Application Programming Interface —API
e Client Workstation (Oracle Forms)

e  File Transfers (SFTP)

e SWIFTNet (Future release)

The new version of DSS which supports both Cash and Derivatives Markets, in a common clearing and
settlement system, is installed at the environment. More information on the latter can be found here.

In the next paragraphs, all available steps are descripted in detail.

! svotnua Aulwv Tithwv (Dematerialized Securities System). To GUVOAO TWV CUGTAUATWY TNS UTIOSOUAS TANPOGOPLKAS TG
E.X.A.E. mou g€unnpetel ektog AMwV Kat T Aettoupyieg EkkaBdplong, Alakavoviopol kat Kataxwplong.

% Dematerialized Securities System The set of systems of the IT infrastructure of HELEX that serves amongst other things the
functions of Clearing, Settlement and Registry


http://www.helex.gr/el/members-new-projects-re-innovating-athex-derivatives-market
http://www.helex.gr/el/members-new-projects-re-innovating-athex-derivatives-market
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2.2YNAESIMOTHTA MEAQN / MEMBERS' CONNECTIVITY SCHEME

Ot evaAhaktikol tpdmot cuvdeong oto meptBaiAov Tou ZAT £xouv we €EAG:

e Méow API (ATHEX Gateway) e T xprjon ODL npwtokdAlou®
e Meéow Client epappoyng (Oracle Forms)
e Méow petadopdg apxeiwv (SFTP)

H mapakdtw elkdva amelkovileL o€ cuVTopLa T cuVSECLUOTNTA TwV MeAwV.
The connection ways in the environment of DSS are as follows:

*  Via API (ATHEX Gateway) by using ODL protocol”

Via Client Workstation (Oracle Forms)
Via File Transfers (SFTP)

The following picture shows briefly the connectivity of the Members:

HELEX AREA MEMBERS AREA

DSS

DSS
(MOCK ENV.)

Client Workstation

? Client-Gateway communication is based on the same protocol used also by the Trading Systems (ODL API)
4 Client-Gateway communication is based on the same protocol used also by the Trading Systems (ODL API)
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FIGURE 1: XYNTOMH EIKONA THZ NPO:®EPOMENHZ YNOAOMHZ / SHORT OVERVIEW OF THE OFFERED INFRASTRUCTURE

2.1 AIENA®H MPOrPAMMATIEMOY EQAPMOTQN / APPLICATION
PROGRAMMING INTERFACE

2.1.1 APXITEKTONIKH THZ ENIKOINQNIASE / COMMUNICATION ARCHITECTURE

H ulomoinon tou APl uloBetei To acUyypovo HoviéAo avtaAlaynG HNVURGTwY. MPakTikd, yla Kabe
npoodePOUEVN UTnpeoia, 0 Xprotng OTEAVEL éva HRVUMA-aitnua (request) mou mepLEXeL OAN v
amnapaitntn mAnpodopia, mou anatteital, £Tol wote va efunnpetnOei emapkwg amnod to I.A.T. Mg t
AQPn tou awtipatog to APl avaBétel o auTd £vav €0WTEPLKO KWOLKO UNVUUOTOC TOV Omolo Kal
YVWoTomolel oto XpAotn. & KAMOLA XPOVIKN OTWYUAR HMETAd thv AQYPn Ttou altipatog Kat adou
ekTeAEOTEL N {nTOoUMEevn umnpecia and to X.A.T., To APl mapdyel éva 1 MEPLOCOTEPA ATMAVINTIKA
punvopata (response) mou MePLEXOLV TRV TTAnpodopia TS OMAVTNONG KaL TTOU £(VOL CUCXETIOMEVA UE
TO APXLKO HAVUHA-QUTNUO LECW TOU ECWTEPLKOU KWLKOU Ttou avadEpOnke mapandvw.

Jtnv mAsoPnodlo TwWV UTNPECLWY TOCO TO AlTnUo 000 KAl N OXETIKH OMAVINON TEPLEXOVTAL, TO
kaBéva, oe éva pAvupa. EmumpooBeta, kdBe amdvtnon, mou otélvel to API, TiepléXETaL OfF
puAvupo/unvopato Tou iou TUTIOU PE AUTOV TTOU XPNOLUOTIOLRONKE yia to aitnua.

H avtaAAayr Twv HNVUPATWY avapeoa oto APl Kol TOV EKAOTOTE XprjoTn TOu, YIVETAL HECW €VOG N
TMEPLOCOTEPWY  Znuelwv MNpdéoPaocng (Point of Entry), to kaBéva amd ta omoia elvat o
KOVTLTPOOWIOGC» TOU XProTh oTo APl Le CUYKEKPLUEVA XOPAKTNPLOTIKA SlaclvEeonc, OMwWG TO KavaAL
gTKowwviag, n dtevBuvon Tou XproTn O AUTO TO KAVAAL K.0.K.. ETOL, o€ 0,TL adopd tnVv enadr Tou
Ue Tov €Ew KOopo, To APl yvwpilel povo nueia MNpooBacng KoL 0 EKACTOTE XPNOTNG UMOpPEL va
ouvbebel og auTo, Tautoxpova, pe SladopeTikolg TPOTOUG.

Ta Suvatd kavaAla Sltacuvdeong e to API, otnv tpéxouca uAomoinaon, eival to ODL Gateway kat to
secure FTP server tng E.X.A.E. kal e 6eUtepn ¢padon to Siktuo SWIFTNet.

The implementation of the APl adopts an asynchronous messaging model. Practically for each service
offered, the user sends a request message that contains all the information needed in order to be
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adequately served by the DSS. Upon receiving the request, the API assigns to it an internal message ID
which notifies it to the user. At some time after receiving the request and executing the service
requested by the client, the APl generates one or more response messages containing the response
information. These messages are associated with the original request message via the internal ID
mentioned above.

In the majority of services the request and the response to it are contained, each, in a single message.
Additionally, each answer sent by the APl is contained in one or more messages of the same type as
the type used for the request.

The exchange of messages between the APl and the respective User takes place via one or more
access points, each of which is the User's "representative" in the API with specific interconnection
characteristics such as the communication channel, the User's address on that channel, etc.. So, in
terms of communication with the outside world, the API “knows” only of Access Points and each User
can connect to it simultaneously, in different ways.

Possible channels of interconnection with the API in the current implementation are the ODL Gateway
and the secure FTP server of HELEX and on a future release the SWIFTNet network.

2.1.2 TPonol sYNAESHS / CONNECTIVITY

YTApXouV TPELG TPOTOL HE TOUG Omoiloug pia epappoyr Umopel va emikowvwvhioel e to 2.A.T. péow
Tou API:

e Xpnolpomowwvtag KAAoelg mou mpoodEpel éva DLL apyeio mou xewpiletal tnv avralloyn
MNVUPATWY e to 2.A.T. péow tou ODL Gateway

e Me avtalayn apxeiwv pnvupdtwy pe file transfer péow tou secure FTP server tng EXAE

e Méow SWIFTNet (u6vo yla pnvuparta ISO 15022)

ZnuUelwvetal otL n npooBaon uéow SWIFTNet e Ba eivat dtadéoun ota npwta otadia Asttoupyiag
¢ Alemapric.

2Ta mapakATw Kedpahala mepAapBavovtal avaluTikd OAeg oL amapaitnteg odnyieg cuvdeong.

There are three ways in which an application can communicate with the DSS through the API:

e By using calls offered by a DLL file that handles messaging with the DSS through the ODL
Gateway

e By message file exchange through file transfer via the secure FTP server of HELEX

e  Via SWIFTNet (only for ISO 15022 messages).

This feature will be available on a future release of the API.

In the next paragraphs, all available steps will be descripted in detail.

2.1.3 2YNAESH MESQ SECURE FTP SERVER / CONNECTION VIA THE SECURE
FTP SERVER

DSS connectivity guide Page 6 of 12
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Av xpnolpormoleital to kavaAl secure FTP, SiatiBevral tpia directory otov secure FTP server tng EXAE:

To in mou S€xeTalL T ApXEL LE TA UNVUATO OLTNLATWY oo Tov XprRotn mpog to API

e  TO out TIOU TEPLEXEL TA OPXELQ [E TA AMAVTINTIKA unvopata and to API tpog tov Xprjotn Kail

e 10 data mou mepléxel apyeia Sedopévwy, mou mapayovtal and to APl wg amotéAsoua NG
g€UTNPETNONG KATIOLOU aLTAMATOC Kal Tpoopifovtal yia Afdn amd tov XpRoth. ZnUelwveTal
OTL OTO Ouykekpluévo directory amoBnkevovtal apxeia ywa to Znupeio MpooPaong
ave&aptTwg Tou KavaAlol Tou attriBnke tn dnutoupylia Toug.

MNeplocotepeg mMAnpodopieg OXETIKA UE T oUvdeon péow kavaAol secure FTP SiatiBevral oto
OXETLKO gyXELpidLo Ttou Bpioketal edw.

If the secure FTP channel is used, three directories are available on the secure FTP server of HELEX for
each Access Point:

e Messages from the User to the API sent through secure ftp should be placed in files. These
files should be saved in the directory named “in” to be picked up by the API. Several
messages can be saved in a single file.

e When the API needs to respond to messages sent via secure ftp, it stores the responses in
files saved in the directory named “out”. This directory contains, only, files with response
messages from the API to the User.

e  Finally, there is a directory named data that contains data files generated by the APl as a
result of serving a request and are intended for reception by the User. Note that in the
specific directory files are stored on the Access Point regardless of the channel that
requested their creation.

More information on connecting via the secure FTP channel can be found here.

2.2  CLIENT EOAPMOTH / CLIENT WORKSTATION

2.2.1 MNprosBAsH 5TO 2.A.T / Access To DSS

H olUvéeon oto meplpdAlov tou AT €kdoon 3.0, péow client edpappoyng, mpaypatomnoleital ano
UDLOTAUEVO TEPUATIKO 0TABUO 0 omoiog €xel N&N eykateotnuévn tnv €kdoon 2.0, amAd emAEyovTag
Start 2 Programs = CSD = update SAT.

Ma tnv olvdeon oto meplBalov mapaywyng r tou mock meptBallovrog avtiotolya péow client
edapuoyng, to pélog emihéyel Start = Programs = CSD - 2AT_v.21n Start = Programs = CSD 2>
ZAT_mock kot cupmAnpwvel Ta mapakatw nedla wg e€ng:

«"Ovopa Xpnotn»: Bo XpnNOLUOTIOL|OETE TO username Tn¢ mapaywyrng n tou mock
niepBaAAovtog

DSS connectivity guide Page 7 of 12


http://www.helex.gr/el/members-new-projects-new-reinnovating-dss
http://www.helex.gr/web/guest/members-new-projects-new-reinnovating-dss

s Clearing
= Settlement
a Dematerialized Securities
«Kwdikdg NpdoBaong»: Ba ypnowuomnoloete to password tng mapaywyng r tou mock
nepBAaAAovtog
«Z0otnua TUvdeongy: satpl.athexnet.gr i satmock.athexnet.gr

The connection to the environment of the DSS version 3.0 via client application, performed by an
existing workstation with version 2.0 already installed, simply following Start = Programs = CSD >
update SAT.

The connection to the environment of the DSS production or mock environment via client
application, the member follows Start > Programs = CSD > ZAT_v.21f Start = Programs - CSD -
2ZAT_mock entering the following:

“Username”: use the username of production or mock environment.
“Password”: use the password of production or mock environment.
“System Connection”: satl.athexnet.gr or satmock.athexnet.gr

2.2.2 TEPIBAAAON AEITOYPTIAS TOY AT / DSS OPERATIONAL ENVIRONMENT

Kata tnv ewcaywyn oag otnv edapuoyrn Z.A.T Ba mpénel va epdavictel 1o véo meplBaiiov
AeLToupylag TOU CUCTHMATOC HE T VEX LEVOU ETILAOYWV.

While accessing DSS application, the new operation environment of the system must be appeared, as
well as the new menus.
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r ™
| ZAT [TUSE mss_@l&lg

Systern Administration  Clearing  Derivatives Clearing  Risk Managment OTC Managment Custody Corp. Actions - Blocking
Stock Derivatives Goverment Bonds  Taxation Invoicing  Axiasms Service CGTS  About  Exit

[=|

=

User: s e [TUSER253]

Member: TEST3 [0000000253]
Database: satmock

Last connected 2014 12:41:43

4

[Record: 141 <05C: [<DBG> |

Jtnv mepintwon omou amatteital sykatdotaon tng client edpapuoync oe véo TepUATIKO OTABUO
akolouBeital n dtadikaoia mMou mMeplypadeTal 0TNY MAPAKATW evotnta Atadikaocio Evepyomoinong
MéMoug niepintwon 2(b) pe tig EAGxloteg Texvikég podilaypad£g, Tnv mpoepyacia Kat tnv Stadikaoia
gykatdotoong va rieplypddovral oto Napdptnua.

In the occasion where a new installation of the client is required in a workstation the procedure that
has to be followed is the one described below in chapter Members Activation procedure 2(b) with the
Minimum Technical Requirements, the preparation and the installation procedure described in the
Annex.
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3. AIAAIKASIA ENEPTONOIHZHE MEAOYS /MEMBERS’ ACTIVATION

3.1 AIAAIKASIA / PROCEDURE

To Méhog £xelL Tn Suvatotnta va cuvdeBel oto cUotnua tou AT Kal va EKTENECEL €éva OET oevapiwv
T(POKELEVOU Vo avarttuéel Tnv APl edappoyn tou Kabwg Kat va eEOKELWOEL e TLG AELTOUPYLIKOTNTES
TOU OUOTAMATOG EKKOOAPLONG, SLOKAVOVIOUOU & KOTAXWPLONG.

Ta kUpLa Briota Tou TIPEMEL va yivouy elval Ta e€NG:

1) Eykatdoctacn KOpBou Kal cuvSear) Tou oTo Alktuo Xpnuatiotnplakwy ZuvaAiaywy (AXZ) tou
XA.
2) AmnootoAny oxetikng ¢oppag pe tnv omola to MéEAoG alteltat tnv mpocBacry Tou oTo
nieptBaiiov
a. Méow tngunnpeoiag APl (AITHZH MAPOXHZ TEXNOAOTIKQN YMHPEZIQN)
b. péow client workstation (AITHZH SYNAEZHZ TEPMATIKQN ZAT)

OL ovwtépw ¢oépueg eival avaptnuéve oto www.helex.gr kat amootéMovtal appodiwg
uToyeypappéveg oto TuRpa EEuntnpétnong Melwv.

Member has the ability to be connected to the DSS and perform a set of scenarios in order to develop
its APl application and to be familiar with the functionalities of the clearing, settlement & registry

system.
The main steps that a Member has to follow are:

1) Node Installation and connection to the Athexnet.
2)  Mail the relevant form in order to access environment
a. Via API(TECHNOLOGICAL SERVICES APPLICATION FORM)
b. Via client workstation (DSS WORKSTATIONS’ CONNECTIVITY FORM)

The above forms are available at the www.helex.gr and forwarded accordingly to Members’ Support.
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4. TMAPAPTHMA /ANNEX

4.1 ENAXIZTEZ TEXNIKEZ AMAITHZEIZ SOFTWARE - HARDWARE
TEPMATIKOY AT / MINIMUM TECHNICAL SPECIFICATIONS OF DSS

WORKSTATION

EAAXIZTEZ TEXNIKEZ ANAITHZEIZ TEPMATIKOY ZAT
MINIMUM TECHNICAL SPECIFICATIONS OF DSS WORKSTATION

Processor

Memory

CD-ROM/DVD Drive

HDD

Network card

Monitor

Graphics card-Resolution
Operating System
Browser

Compression Software

Intel Core or Core 2 Duo

1 GB RAM

DSSA Drive

80GB HD

10/100 Mbps Ethernet, RJ-45
17"

1024 x 768

Windows 7 Professional (x32bit)
Internet Explorer 8

WinZip

4.2 AIKTYAKES PYOMIZEIZ TEPMATIKOY ZAT / NETWORK SETTINGS OF

DSS WORKSTATION

AIKTYAKEZ PYOMIZEIZ TEPMATIKOY ZAT
NETWORK SETTINGS OF DSS WORKSTATION

IP Address

Subnet Mask
Gateway
DNS 1

DNS 2
NIC

PuBuioelg efatoplkeupéveg yla kKaBe MEAOG KATOTLV
OXETIKOU QUTAMATOG KOL EMLKOWVWVIAC HE TO appodlo
TEXVIKO TUAMa Tou Opidou ATHEX Group.

Settings specific to each Member after relevant request
after communication with IT Technical Department of
ATHEX Group.

10/half

4.3 MPOEPTAZIA / PREREQUISITES

Katapyxnv Ba mpémnel va $riaxtel £vag véog xpriotng mou Ba Aéyetal userl kot to password tou Ba

elval to (610 pe o UserName, &nAadn userl, o omoiog Ba £xel Sikawwpata “cannot change password

& password never expire”.

O userl Ba TPEMEL VoL AVAKEL OTO group Twv user & Power User Kal auTd ta group oto okAnpo Sioko

C:\ Ba €xouv Sikalwpata Modify

JTOV TEPUATLKO 0TaBuO Tou ZAT to Group Twv Local Administrators Ba mpénel va €xet Remote Access

(ya g ouveyeic avaBabuioslg mou mpayuotonolouvTal).
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Create a new user named userl with same password. The userl attributes will be “cannot change
password & password never expire”.

The userl should belong to group Power user with Modify permissions to C:\

Grant Remote Access to Local Administrators Group.

4.4 ETKATASTASH TEPMATIKOY AT / DSS TERMINAL INSTALLATION

o TNV oAokANpwaon tTng eykatdotaonc, Ba mpénel va akoAouBAoeTe Ta mapakdtw BApata:

1. Extehoupe to “ZAT Oracle.EXE”

2. Itnv mepimtwon mou B€Aoupe va KAVOUpE eykatdotacn yla OgpatodVAaKa eKTEAOUUE TO
“3AT OepatodUAakec.EXE”. Ztnv mepimtwon mou BEANOUME VO KAVOUME €yKOTAOTAON yla
Xpnuatiotnplakn ekteAoUpe To “SAT MéEAN.EXE”

3. Mnyaivoupe oto START -> PROGRAMS -> CSD -> UPDATE SAT kat kdvoupe Update SAT ywa va
TIAPEL TLG TUXOV VEEG avaBabuioelg Tou €xouv MPOKUEL .

For the installation of DSS application, please follow the below instructions:

1. Run the “SAT Oracle.exe”
. For custodians, run the “ZAT OepatodUAakec.EXE” and for Members, run the “XAT MéAn.EXE”
3. Select START -> PROGRAMS -> CSD -> UPDATE SAT and update the DSS in order to keep your
client updated
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